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3 IR MALE

3.1 WiLIE:

TR ZHT, TH/CHifR Kubernetes ATE FALAIIASE CAE R B AOIEHHI R,
* Kubernetes 1.17/1.18/1.19/1.20/1.21/1.22/1.23/1.24/1.25/1.26/1.27/1.28/1.29/1.30/1.32

3.2 BT

Kubernetes &1k 8 2 /i, 15/ EH _EAY Kubernetes S£ERRAS RS EH, XEEMT Linux ¢

£ F#7E Kubernetes RS2,

1. systemctl status kubelet, #% kubelet AR5 /27 NIEH active(running)s

r[root@k85—master—106 ~]# systemctl status kubelet
e kubelet.service - kubelet: The Kubernetes Node Agent
Loaded: loaded (/usxr/lib/systemd/system/kubelet.service; enabled; vendor preset:[
—disabled)
Drop-In: /usr/lib/systemd/system/kubelet.service.d
L-10-kubeadm. conf
Active: active (running) since Thu 2022-10-20 16:47:15 CST; 53min ago
Docs: https://kubernetes.io/docs/
Main PID: 1169 (kubelet)
Tasks: 29
Memory: 161.6M
CGroup: /system.slice/kubelet.service
L1169 /usr/bin/kubelet --bootstrap-kubeconfig=/etc/kubernetes/bootstrap-
—kubelet.conf --kubeconfig=/etc/kubernetes/kubelet.conf --config=/var/lib/kubelet/
—config.yaml --network-plugin...

2. kubectl get nodes -owide, &% Kubernetes SHHITRERA, TEHIRATA 17 Y Version MK T v1.17.0,
BMAZFE CSIIREN, HAEFFTE Node TimU2 %N Ready,

[root@k8s-master-106 ~]# kubectl get nodes -owide )
NAME STATUS  ROLES AGE  VERSION INTERNAL-IP EXTERNAL-IP  0S-

- IMAGE KERNEL-VERSION CONTAINER-RUNTIME

k8s-master-106  Ready master 30d v1.19.5 172.16.12.106 <none> 0
—Cent0S Linux 7 (Core) 5.4.219-1.el7.elrepo.x86_64 docker://19.3.11

k8s-node-107 Ready <none> 30d v1.19.5 172.16.12.107 <none> 0
—Cent0S Linux 7 (Core) 5.4.219-1.el7.elrepo.x86_64 docker://19.3.11

k8s-node-108 Ready <none> 30d v1.19.5 172.16.12.108 <none> 0
—Cent0S Linux 7 (Core) 5.4.219-1.el7.elrepo.x86_64 docker://19.3.11

3. kubectl get pod -A, #F Kubernetes £££f1H Pod /275~ Running,

[root@k8s-master-106 ~]# kubectl get pod -A

NAMESPACE NAME READY  STATUS o
—RESTARTS  AGE

backup backup-agent-0 1/1 Running 3 0
- 7h15m

(N
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(% E5)
kube-system calico-kube-controllers-6c89d944d5-sgspg 1/1 Running 9 O
- 30d
kube-system calico-node-442p9 1/1 Running 9 g
o 30d
kube-system calico-node-hqlx4 1/1 Running 7 0
o 30d
kube-system calico-node-srnvz 1/1 Running 7 0
- 30d
kube-system coredns-59c898cd69-bcf7r 1/1 Running 9 0
< 30d
kube-system coredns-59c898cd69-t97vc 1/1 Running 10 O
- 30d
kube-system etcd-k8s-master-106 1/1 Running 9 g
- 30d
kube-system kube-apiserver-k8s-master-106 1/1 Running 13 O
o 30d
kube-system kube-controller-manager-k8s-master-106 1/1 Running 76 0
- 30d

4. kubectl get storageclasses(kubectl get sc), && & &7 1E CSI IXa/4f W[ StorageClass, A StorageClass
Xf M) RECLAIMPOLICY /2754 Delete; #i RECLAIMPOLICY 24 Delete, NI7EXZ IR T& 17544
TEIE MRS 3l s 1] 72 HH SR R 45

[root@k8s-master ]# kubectl get storageclasses.storage.k8s.io

NAME PROVISIONER RECLAIMPOLICY O[O
—VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

csi-rbd (default) rbd.csi.ceph.com Delete Immediate 0
- true 253d

csi-rbhd-sc rbd.csi.ceph.com Delete Immediate O
- true 148d

local-path rancher.io/local-path Delete 0
—WaitForFirstConsumer false 93d

local-path-rancher rancher.io/local-path Delete 0
—WaitForFirstConsumer false 93d

local-storage kubernetes.io/no-provisioner Delete 0
—WaitForFirstConsumer false 273d

nfs-csi-sc nfs.csi.k8s.io Retain Immediate 0
= true 98d

L

5. ceph -s, &% Ceph ERRSEEIER, &AL Ceph £HEA LM H, Ceph hitA: Ceph Version
14.2.22 (Ceph [RAFEKAT v14.0), HHEFNERARNET 5.1,

[root@k8s-master-106 ~]# ceph -s

cluster:
id: 948d9908-dd20-4866-beea-e798e82f0252
health: HEALTH_OK

services:
mon: 1 daemons, quorum k8s-master-106 (age 24h)
mgr: k8s-master-106(active, since 24h)
osd: 3 osds: 3 up (since 24h), 3 in (since 5d)

data:

(e
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(% E5)
pools: 1 pools, 128 pgs
objects: 825 objects, 2.3 GiB
usage: 9.8 GiB used, 590 GiB / 600 GiB avail
pgs: 128 activetclean

io:
client: 62 KiB/s wr, @ op/s rd, 4 op/s wr

ik

1. FHFi IR E S A GENET Kubernetes #5177,

2. Kubernetes v1.20 7148, ZRIAMER T metadata.selfLink 7B, 2R &K 20 b AT 2R 4% i T 31X N 5
E&, 40 nfs-client-provisioner, 1RABREMRLAE XN H, BRFEERBHZTFE, 5B
¢ /etc/kubernetes/manifests/kube-apiserver.yaml X, HEHGHSEHEIN—1T -
--feature-gates=RemoveSelfLink=false Jf #1 1T kubectl apply -f kube-apiserver.
yaml

3. #KE F| LAN-free it, FREBITATHE, E—4F: FrA7E 41 load N#% modprobe iscsi_tcp,
Alj@EId 1smod | grep iscsi_tcp M EFBRZGHATEY, 6 =4 B AMEYR Pod B HHKIT
/usr/sbin/iscsid

4. FATHIR Ceph A B2,

. CSI &% 4% ceph-csi.git
6. BiESEHER;: external-snapshotter.git

[9)

3.3 LAl n

TR 2R 2B, 3R Linux #B1ERG R/ 77 Nl T2, WREReEEE a8~
f22%% filan Kubernetes Dashboard &%t Nifid Web #7223, DA R AIPUX 2 Rl oA T I,
3.3.1 Linux iR %

Kubernetes B #4177 N N LR ITLEE, DL RIESTE master 19 =T
1. GNARETE master 15 S HR1E, NIFEEM master 17 54% UL admin.conf X% node i /i F:

scp /etc/kubernetes/admin.conf root@<¥i /= IP>:/etc/kubernetes/
echo "export KUBECONFIG=/etc/kubernetes/admin.conf" >> ~/.bash_profile
source ~/.bash_profile

2. FEEi% (FRINSAMNESE, dbackup3-agent-k8s_version.tar 1 dbackup3-k8s-aux_version.tar)
BHEAAR:

docker load -i agent-k8s-version.tar #docker
ctr -n=k8s.io image import agent-k8s-version.tar #containerd

3. BEHEK®

R

sudo docker images| grep k8s #docker
ctr -n=k8s.io images 1s | grep k8s #containerd

4. B4 4

[kubectl create ns backup }

3.3. 2Rl 5
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. IREGET (UFE master 7 s AT PA R a2 3REOT B key, 18IS master 15 5i#5%#X admin.conf /) node 77
RARBUE key TERR)

kubectl create secret generic mysecret -n backup --from-file=ca.crt=/etc/kubernetes/
—pki/etcd/ca.crt --from-file=etcd.crt=/etc/kubernetes/pki/etcd/peer.crt --from-
—file=etcd.key=/etc/kubernetes/pki/etcd/peer.key

FIE: (eted P71 ) ca.crt A Y Secret.yaml FCE Y ca.crt peer.crt A Secret.yaml At E [ etcd.crt
peerkey X[V Secret.yaml At B etcd.key

. agentyaml ZFELEW T N T EMPRER)

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: backup
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: cluster-admin

subjects:

- kind: ServiceAccount
name: default
namespace: backup

apiVersion: vl
kind: ConfigMap
metadata:

name: sc-config

namespace: backup

data:

# FHEREEIsonX

config.json: |
{

"csi": [
"csi-rbd-sc",
"ceph-rbd-sc",
"ceph-rbd-test"

1,

"nfs": [
"nfs-client",
"nfs-csi",
"nfs-csi-sc",
"nfs-provisioner"

1,

"local": [
"local-storage",
"local-path",
"local-path-rancher"

apiVersion: vl

(CaN)
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kind: ConfigMap

metadata:
name: sc-ability-config
namespace: backup

data:
config.json:

"{"csi":[1,"local":[1,"nfs":[1}"'

apiVersion: vl
kind: Pod
metadata:
name: backup
namespace: backup

(E L)

spec:
containers:
- env:
- name: BACKUPD_HOST
value: "172.16.30.131" # ETRMBN, FHRSEMN ML
- name: BACKUPD_PORT
value: "50305"
- name: BACKUPD_SSL
value: "false"
- name: POD_IMAGE
value: "registry.aliyuncs.com/k8sxio/pause:3.2" # RIBLFRBERIEH, dockerDd
—images | grep pause
- name: POD_NAME
value: "backup-pod"
- name: DEPLOY_METHOD
value: "pod"
- name: HOSTID # 8 Ehostid, E®EEWNMIT uuidgen -r | sed "s/-//g
L BERI
value: "da756827f2fd407cb62c2b0bfaa88866"
- name: KUBELET_PATH
value: "/var/lib/kubelet/pods"
- name: AUX_KEY
value: "app"
- name: AUX_VALUE
value: "dbackup3-k8s-aux"
- name: AUX_PORT
value: "50309" #FF Bssl, & 22960309
- name: HOSTNAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: CURRENT_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
image: registry.docker.scutech.com/backup/master/dbackup3-agent-k8s:version
S#ERBN

imagePullPolicy: IfNotPresent
name: agent

resources:
# limits:
# cpu: "1"
&)
3.3. LAl P 7
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# memory: "1Gi"
# requests:

# cpu: "0.5"

# memory: "512Mi"

securityContext:
privileged: true
volumeMounts:

- mountPath: "/var/log/dbackup3"
name: log-volume
- mountPath: "/var/opt/scutech/dbackup3/agent"
name: opt-volume
- mountPath: "/var/lib/kubelet/pods"
mountPropagation: HostToContainer
name: pods-path
- mountPath: "/opt/storage_class"
name: storage-class
- name: etcd
mountPath: /etc/etcd/
readOnly: true
volumes:
- hostPath:
path: "/var/lib/kubelet/pods"
name: pods-path
- hostPath:
path: "/opt/data/opt_volume"
name: opt-volume
- hostPath:
path: "/opt/data/log_volume"
name: log-volume
- name: etcd
secret:
secretName: mysecret
- name: storage-class

projected:
sources:
- configMap:
name: sc-config
items:
- key: config.json
path: config.json
- configMap:
name: sc-ability-config
items:

- key: config.json
path: sc-ability-config.json

apiVersion: apps/vl
kind: Deployment
metadata:

name: backup-k8s-aux

namespace: backup
spec:

selector:

matchLabels:

(E L)

&)
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&

(% E5)
app: backup-k8s-aux
replicas: 1 # HBIBEIFH
template:
metadata:
labels:
app: backup-k8s-aux
spec:
affinity:
podAntiAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
- labelSelector:
matchLabels:
app: backup-k8s-aux
topologyKey: "kubernetes.io/hostname"
containers:
- name: k8s-aux
image: registry.docker.scutech.com/dbackup3/master/dbackup3-k8s-aux:version
imagePullPolicy: IfNotPresent
resources:
# limits:
# memory: "128Mi"
# cpu: "500m"

securityContext:
privileged: true
env:

- name: KUBELET_PATH
value: "/var/lib/kubelet/pods"

- name: ENABLE_K8S_AUX
value: "true"

- name: HOSTNAME
valueFrom:

fieldRef:
fieldPath: metadata.name
volumeMounts:

- mountPath: "/var/lib/kubelet/pods"
mountPropagation: HostToContainer
name: pods-path

- mountPath: "/var/log/dbackup3"
name: log-volume

volumes:
- hostPath:

path: "/var/lib/kubelet/pods"

name: pods-path
- hostPath:

path: "/opt/data/log_volume"

name: log-volume

[kubectl apply -f agent.yaml

33. %
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3.3.2 Kubernetes Dashboard &G 223t
PA Kubernetes Dashboard AH#ITERE & U, HAEENEGIEEREaEETM
1. RlEEmZ A

kubernetes £¥HETE v Q BR + a O
THAR N BAHOE R MRS
Cron Jobs
B E(E ‘app” SIS ZE Deployment 71 Service &, THES @
Daemon Sets BREH
Deployments v
obe EEAHEEM URL, % RIEET Docker Hub. Google Container Registry HE1E HIEBEURL, THES &
ods FRRGR
Replica Sets
pod BB * (ST Ol 14 ENg, THEZO
Replication Controllers 1 Dplogment SEMR UM pod LUERABR e, THESD
Stateful Sets
B Serdeq” AT, ALRNAHHING Service, BENGORHIZTBNDIFR0, THRES
None -
Ingresses N
Iigiza= Blaszes HEDAAUBEFSEHEEALNA, TRES ¢
Seoilcesl@ kubemetes-dashboard
BEAEE
nfs-test
Config Maps N
" md

Persistent Volume Claims

Secrets tigera-operator
Storage Classes
BRI BE .
E3-

Cluster Role Bindings
Cluster Roles
L

HEEIE

2. Bl YAML N&E#1THE

kubernetes SEGETE - a  BR + A O
Tiess o HAFIR Al MEgalR
Cron Jobs
D A YAML 3 JSON V5, HEREN XM PIRENSE SERNAR, THES ©
aemon Sets

Bt 1 apiVersion: apps/vl
2 kind: Statefulset

o 3+ metadata:
4 name: dbackup-agent

e 5 namespace: dbackup3
6+ spec:
7 selector:

EI=eED 8 matchLabels:
9 app: dbackup-agent

Replication Controllers 10 serviceName: dbackup-agent
11 replicas: 3

Stateful Sets 1. femplace:
13- metadata:

RS 14~ labels:
15 app: dbackup-agent
16 spec:

N

noEsses 17 affinit
18- podAntiAffinity:

lipess G 19- requi redDuringschedulingIgnoredduringExecution:
20- - labelselector:

Services N 21~ matchLabels:
22 app: dbackup-agent

EEAsE = PO < A ar i hamtmmman

Config Maps & e

Persistent Volume Claims 1

Secrets
Storage Classes

£
Cluster Role Bindings
Cluster Roles
EL
mEEE

3.4 kA P 23R

1. AEREHEJEZTS N running, kubectl get pod -n backup (backup N2 A, AIRIELPRIGNESR)

[root@k8s-master-106 ~]# kubectl get pod -n backup
NAME READY  STATUS RESTARTS  AGE
backup-agent-0 1/1 Running 3 7h46m

2. Kubernetes Dashboard 12
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kubernetes dbackup3 - Q #=Z + & ©

= Workloads

TiRA% N
Cron Jobs Pods .
Daemon Sets
< = o ; CPU (% 4
3 R s i=] F il
Deployments =B a8 i i # & Geones) AR bytes)  el2Ela 1
liohe app: dbackup-agent
Pods registydockerscutechcamdba  apps kubemetes io/poctnde: 2
kup/feature/task-100012/dbac . .
@  dbackup-agent-2 CRUp/ep I/ t0) i master Running 0 - - 17secondsago ¢
Replica Sets ';”"g agent-kBs:8.0.62102-amd6 o nyrgiier-revision-hash: dbacku
p-agent-75767469d
Replication Controllers [—
Stateful Sets app: dbackup-agent
55 registrydockerscutschcomydba  apps kubemetesio/pocindex:
Kup/feature/task-100012/dbac !
@  dbackup-agent-1 Cktin/featiie, s o node2 Running 0 = E 19secondsage ¢
Figieasss @ f“"gage"‘ 8s:8.0.62102-amd6  ;onirgller-revision-hash: dbacku
p-agent-75767469d
Ingress Classes [
Services N app: dbackup-agent
—— regist h.com/dba  apps.kubemetes.io/pod-index: 0
Kup/feature/task-100012/dbac
@®  dbackup-agent-0 g LA o odel Running 0 = 2 21.seconds ago
ConfigMaps @ Kup3-agent6s:8.0.62102amd6  controller-evisionhash: dbacku
p-agent-7576r469d
Persistent Volume Claims 1 25FE
Secrets W
Storage Classes Stateful Sets = B
2 & e wE Pods i A
Cluster Role Bindings
registry.docker.scutech. com/dbackup/feature/task-10
@  dbackup-agent 0013/ dbackups.agent kBs-8.0.62102-amabA g 3/3 Zlseconds ng0

Cluster Roles

3.4. KERAZERN 1
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AT R Access Key SRR R, JEH TILERBURIER G &R P B B E 15

=
Hlo

Ik
1. Access Key INIEEBRAR G H. GZITE, FER@EEtle, A GRE] m, 17 [(%Z4] &,
)% [Access Key B 52Hi],
2. JREUHF Access key: ¥g#zdile, mdih bA [DAKE], &EF UKSEE), 7F [EEW] K2
Access Key, Ffridi [&F], KECERTE MR Access Key,

5.5 flE e

1 fERRE, fidi (), IEFRESMHIEN, FEREEEFR Kubernetes K61, widi [F—%1,
2. [#@rN%E): RESHEUMENNE,
(1) g,
(2) sidi (@], FEHRINEAEXNIERE, AT DAERE AR ERAME Ay A a4 2 1B 24 AR B TAE S e it
TTHERfESL, WA DURIT Kubernetes, AETEMNEMHNE, md BRZ%E].
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3. £ (&OrHA] oam, dEE—NEiEt, sdi (F—%).
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o —R: FREMAEESITING, RS TR RIRE, SRNAEEHITI RS (T EHIT.
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HIT Ko
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S/ H AR AT — IR
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